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Operating in the Red Zone: Financial Investigations 
in Hostile Digital Territory



Frank Gentile 

• Director of Customer Success for Grey 

Market Labs for the past 4 years

• 15+ years in CS at Cyber product 

companies – IBM, Carbon Black, 

Replica Cyber

• I work closely with our customers on 

their mission sets – what works, what 

doesn’t, what capabilities are critical. 

Data mobility, policy restrictions, 

collaboration, automations.



Sa
nd
s

The Current Landscape: By the Numbers

$3.1 billion 1 in 3 70%

$4.88 million 258 days 53%
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The Challenge: Security 
Without Compromise

Financial investigators face the constant challenge of 

balancing security and compliance with agility and efficiency. 

Finding equilibrium between protecting sensitive data and 

empowering investigative teams requires eliminating traditional 

security compromises.
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Challenge #1: Data Access & 
Attribution

• Websites use attribution as its first line of defense

• Typical identifiable data points include (but aren’t 
limited to): 
o IP range of requesting browser

o Browser accept headers

o Geo-location data

o User agent strings

o Other host “attributes” – e.g. language and font 

packs, clock time zones

• Hard target countries will often employ additional 
layers of validation before serving up information



Current Approaches to Attribution

Browser Incognito 

Mode

Browser Extensions VPNs

6
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Challenge #2: Mobility 
& Device Access

• Why are security teams looking to 
mobile?

• Multi factor authentication

• “Mobile Only” applications

• Increase in threat vectors – 
Phishing kits, for example – that 
target only mobile browsers

• Mobile as an egress route

• Persona Maintenance

• What are the barriers?

• Sourcing and maintaining a fleet 
of mobile devices is HARD

• In some cases, phones are simply 
not permitted
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Personal Device Risks

•

•

•

•

•
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Challenge #3: 
Collaboration

• Sharing is hard

• TTPs

• Technology

• Experience

• Three different forms of collaboration

• Intra-team

• Team to team

• Team to 3rd party
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Challenge #4: 
Automation & 
Efficiency

• Many teams are seeking ways to 
automate common work streams for a 
variety of reasons

• Frees up analysts to do more of 
what they want to do

• Allows for broader coverage 

• Some examples include:

• Web scraping

• “Listening posts”



The Path Forward

Flexibility & Adaptability

Holistic Security & Isolation

Automation

Foster Collaboration





Contact Us 
Today!

info@replicacyber.com

www.replicacyber.com  

mailto:info@replicacyber.com
http://www.replicacyber.com/
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